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Intelligent detection method on network malicious traffic
based on sample enhancement
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Abstract: To address the problem that the existing methods of network traffic anomaly detection not only need a large
number of training sets, but also have poor generalization ability, an intelligent detection method on network malicious
traffic based on sample enhancement was proposed. The key words were extracted from the training set and the sample of
the training set was enhanced based on the strategy of key word avoidance, and the ability for the method to extract the
text features from the training set was improved. The experimental results show that, the accuracy of network traffic

anomaly detection model and cross dataset can be significantly improved by small training set. Compared with other me-

thods, the proposed method can reduce the computational complexity and achieve better detection ability.
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T Web Uit i H K HS 2 B 48 &8 T v EH LR A0,
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HIZHE, FEBSUIIA (XSS, cross site scripting) B
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[Fi) SCAR] 5 4 L] R, AP AN S ] R SOA
HAR AT 78 Lol THR & SCRF SNl (SVM,
support vector machine) {EA B I ZR 44 T 1 73 S5tk
fie, FH S I BEH LA B Ky et A& InAUG 1R
P 1) 2 M B 2 2] SR AT R A

TESCAREARRG R IT I, T (1023 52 1)
A SRS, DA PG sl v 5 RO R e ok
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memory ) FHVERALHIRIZRE 22 5 15574, Kt Hitp
B FARTE S PR E i s,
P AL R T TR R AT o EI ) )77 Yang
AUV F T B B 145386 0 %98 (CGRU, con-
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FRAE, FIAHLES 2 2 i 3 Pk A B, 7
AR S FE IR R AP TIA  (SVDD, support vector data
description) M, K-means!"VHI%E T2 FF (415 75 1 FH)
23 ) B U, PR B K S Web Ui Bk 4
HILAE Hetp VE R, B4 B 25 )5 HI B K 3%
(WAF, Web application firewall) 5% %% £+ Http
T SRAE R R e nT SR T, DR A i
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TP RS BIOCHA o SRS, JE T JCHH 1] R 8E SR
TEHGH A I B SR AR o B (R S s e A, I
HEFOIA NG E A3 2R I AR, R
H Word2vec ¥4I Zi 3t 5 B A3 5 e A o 1)
W) Bea, KPR R R NI T SOAR R
)4 B 2 ST T AT I 2543 BUAS DALY

A ST AT R M, 2 A Ao il ot 1 1

AT TAL PRI SR E s, FIH Word2vec #5464 1n)
RN, R A IR IR AT ARSI

e e e e
1 |

Fikh s
Y .
gt g [PERRBEAREL 5 iy e
. KA AR
A T
A T IR
TR mikiEt
Y E?iiﬁ%m
Hodl A Kb
! Sl S R
: (]
oo R
o Y

1 ARIOTFR B

3.2 ETHIERMIREAFEARLE R

PLas27 IR (P PR RESZ R AEA I 2T o 4l
GREARBERZ A LN, LS B R 5
AEE, FNERSHEES . F BRI
S RO R, ZEVIZRREAS TS g A A BT
TR NZRFEAR I Z R, AW T8 S B AR
W 75 (R R, AT AR A 900 PR XU

H i A FE AN 5 7 15 R AR AT G £ s
IR E B A A e AR /AR, B
KR e R, AR N rR e R s A R AR A
SRR . Web Jit s 30E 5 SUARBER KL, £
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T 3CE AR SOA, F R IE XK
IR, 11 Web Uit 5 Hh R840 B #4581k S LRE
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3.2.1  BABMEAT

K Hitp VRN BN =28 ggul A
(XSS, cross site scripting) B it s SQL A&
MR AL o 3 KR 70 Web Buah (1 20 3
HOAE Hitp Uit & 38 SR B AT LA S KB, DRt
SEARBT AT Hitp I 138 SR AR A Sk 2di >k
TERFEA . R T IEB N FEA T SR il by, 752Xt
HATTRALBE, BRI .

1) AR I Get 1R IE K B A2 A0
Post i 3K 1 118 K 24

2) B IR B HEAT URL Al |
FRNG . EBRTERETRCART, 1R R AR
3.2.2  KAHEIEE AR

R SCA TG BEATA AL B, 5 5 SOA
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(ENEPN- v ¢TIV E LBV S S ST 32 SN R e
PR FRFH AT O B, R T A
SKEHE AU, B B AR TI rh 2 5
PR B, WO PR R AT ],
S 2 [ R ORI, i, datal fE4E SQL Vi
AT A o

datal http://www.example.com?user=-1' union
select 1,2,password from users#

T IERU SQL A, AICRVE SQL A
HAELERFIETE Ao 0, A3 SR A A2 7E SQL
AWE AN, WA R AR K. DL, o RLF
5 ILIK) SQL A i A sk i OB ] (JRJ B, o m) A
¥ XSS Braki MIER AL RO Bt o i WAE Rl A K
D AR, A LIk Web Fim RBERAFECL T
)R E5E, Web St CHEBUE B, A Lids
AR ARG Bk, BB TFER A St
AT S B ] TA) (R HEAS e A AR AL, RS R B ] 25
BE, SEOCEAN TS, Fln, SHAEH “%0a”
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JERT datal 244 data2 .

data2 http://www.example.com?user=-1'% 0 au-
nion%0a/*!50000%53elect*/%0al,2, password %0
from% Oausers#
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FFHE BT o s Ao gy 5850, HE
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BT AR OK (B, “select” & — AN CHE
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SRR . BRI, wEET “ s 7 i AR
Web it 2 18 F) 70 B A = S, I 42408 56
Hinl . I8 F] Web i T AEAE S PR R AT 5, &
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PRk 2 A/ (g
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R <7 Sy
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Ko il 1 Fros.
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M 1 FTHI, “script” “javascript” %55 XSS
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Hitp i K40 e —25: XSS ¥ SQL ¥ A\ i & LA
SR AR B o W = 2R Hittp YR & 73 AT
Frep o dl, JFRBRITABERT, MRRTFAHRES
AS. BS. CS, AR Web Uit KB R4 KS =
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SR By FUSRIAT B R Web iR OB
WS KS AT RESS AR OB ] A L IRAE R
Web JitEH, IXEEICHE R 5% Web il f DKL
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PR B TE R Web W EEES P IR KT 99%
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1) K5 Hitp WiE 72K, JHRIUE 23
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PROCARAEA, RIS I Hitp i SR IUREA

2) 3kt XSS i, SQL VA i B A E AR 4%
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A W, Hoh, RSO, P AR
SA LB, NS BT B AT 99%
[EZEHIE ¥

W =(ASUBSUCS)-NS

NS={/,P. >99%, €N} (1)

3.2.3 AT A4ETE R4 HR mR

B P2 R I R AS AL Ay 1] ) B, T
B RS TN RREAS, DRI 1% 8 K PR £ B
B, AN AR SCBE ] A AT HEAT BN L 4, BEAIL
TR SR G

1) PR B AT SR B ] 2 1) DG B 3l

2) “%7 ST B ‘@ FRF IR

3) BT AR 0~9 LAl -1

4) FCFRFRENE R a~z I HABSE S AT

AR S50 P A3 2500, DK B il 26 b A 5 (9 “ union”
“from” {ELL BT B2 data2 Hon] DU 2]
PRIBCH A 1) AR B 5 20 v 44 8 data3 .

data3 -1'%0aunion%0a/*!50000%53elect*/%0al,
2, password%0from%0ausers#

7E data3 A PRI “—~17“17 “2” “password”
“users” # & SQL Arify 1) AR &, (Rl nT DLk
AR, 195 datad .

data4 -5'%0aunion%0a/*!50000%53elect*/% 0a2,
5, name%0from%0alogs#

1M data3 45 data4 [K24 “union” “from” {58847
5, TR G 1] ) B R MR R AR AR . R
[ O B | WEAT A AT R I 23 73 21 dataS o W] LUKREL
data5 ] SQL iV AN AT GG GRETTHIR),
I H b JAFAE—A where 1EA)5EL SQL ¥ A1E
W%, Al dataS R3] ) B AR AR RERCGE R, 7RI
IR e AR A 250H) 01 o

data$ -5'%0awhere%0a/*!50000%53table*/%0 a
2,5,name %0alert%0alogs#

WA S YR RE A R AT 38 2 45 1) J7 Nk AT
T, e TN ZAEAATE AR AR T [F) — P 25 PR R4
WIREE, MRS AR R A s Bt 7
F ik, W “password” “username” “passwd” SE7E
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fE. A SFEUEHEERINGFAH HIL “password”
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B T OB ] L A ) oAl R R AR AR AT B
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W, I HARER RTINS o
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site_scripting.nasl</script>
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FTLLUE B, 7 A R g A e v S R SR B
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N HH B LS o7 23 Tk Cnh 38 DU S 55092
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U, R BRI, JF AT
FEMURFIE . (EALPRICA IR b, R I 2% 3
WEMANZ BRE MR EERE . IRAZ
ALK BT S W 2R E 4R R b BRRE
T HRUA) T IR s RN ZE 7 BV 2 A BERLK
IRFE, AL 2 P DR G R R IE R AT e,
WA SO E AL R i A i AR 2T
AT e R 8 43 8 11 1 FH O

BRI Z I 2% (1% 00 AR Al SR AR AE o« %)
TIOARYE, SRR LR th A T Ha 4L R 3h
B 1, KRBl N-gram. BRI KA T W
FIBIHX N-gram $FFAEBEAT AL G MITHLL, RAGAH
SR RETE SUE B . B, BE TR 1 25 (1)
TextCNN £ SCA 73 S ) LA A5 508 1) 2 30
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M, M R ATHGE I . AR A TR T
RAAE, 792 B AL ) 5. 44 2 A A it
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Al =4 8 R K AL B R G 2 oo
H T 75 0] S R AT R O A KT
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4 TS
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M SRR GE, T W2 8 T A s b AT 1T 5556
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